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The TRIP Group is the UK’s leading provider of Travel Risk Management support for
organisations, supporting the travel and tourism industry, and, protecting their
people and organisation. We provide expert-led conferences, strategic consultancy,
and training courses to help businesses navigate travel risks confidently and
responsibly.

Common Cyber Attacks in Travel & Tourism

Phishing Ransomware

Malware

Impersonation Scams

Insider Threats WiFi Spoofing

Cyber Security Precautions

e Strong Passwords * Don’t Use Autofill

 Keep Software Updated e Limit Access

* Use 2-Factor Authentication * Keep Physical Keys out of Sight
e Backup Your Devices & Servers * Ensure Staff Use a VPN

* Only Use Verified Charging Cables e Only Use Trusted WiFi Networks
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A Few Simple Habits to Train Your Team

* Think Before You Click * Never Leave Devices Unlocked
* Check the Email Sender * Know the Reporting Procedure
*  Work With Your IT Team * Follow company cyber Policy

Useful Links

Action Fraud = Google Security Check-up

Report Scams and receive fraud alerts Review your Google Account Security

Nord VPN = BitWarden

Widely Recommended VPN Service Widely Recommended Password Manager

National Cybersecurity Alliance UK NCSC
USA National Cyber Security Guides UK’s National Cyber Security Center Guide

TRIP Group Services

Travel Safety Travel Safety Travel Safety Events

Training Courses Support
& PP thetripgroup.com


https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
https://myaccount.google.com/security-checkup/3
https://bitwarden.com/
https://nordvpn.com/
https://www.ncsc.gov.uk/
https://www.staysafeonline.org/
https://thetripgroup.com/
https://thetripgroup.com/training/
https://thetripgroup.com/training/
https://thetripgroup.com/consultancy/
https://thetripgroup.com/consultancy/
https://thetripgroup.com/events/
https://thetripgroup.com/events/
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